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   INTRODUCTION   

COVID-19 presents a tremendous challenge 

to organisations around the world. The 

unprecedented restrictions imposed globally 

– however temporary – are forcing us all to 

adapt to new ways of working and 

communicating. In order to survive, 

organisations are changing their practices 

innovatively and at great speed, relying on 

remote working and online delivery. 

However, technology can be an enabler for 

both attacker and defender. As much as 

modern systems are a huge boon to 

organisations in such uncertain times, their 

complexity introduces a multitude of new – 

and significant – vulnerabilities that cyber 

criminals can exploit. If they do so, you may 

not only face financial losses but also be 

unable to provide key services at a time 

when you need them the most. Today’s 

challenge for organisations is to reap 

technology’s benefits while mitigating its 

risks. 

 

 

 

 

 

 

 

 

 

 

 

 

 MESSAGE 

With the lockdown in full swing, organisations 

are scrambling to put together business 

continuity plans in order to adjust to the new 

situation. 

We’ve put together a quick guide on the key 

challenges organisations are facing right now, 

providing practical steps to help you with shifting 

your entire workforce to remote working. 
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Video conferencing apps have seen an 

explosion in popularity and are a big help to 

organisations shifting to remote working, but 

many do not have appropriate privacy and 

control settings, raising questions as to 

whether meetings conducted with them are 

secure.1 Use of such apps should be limited 

to those that have been evaluated by the 

organisation and found to have adequate 

security and privacy measures in place. 

Remember that your legal and regulatory 

obligations still apply regardless of where 

your workers are based, so they need to 

understand how those obligations apply to 

them. For instance, use of sensitive 

information in hard copy should be limited to 

a minimum so it can be stored and disposed 

of securely once the crisis abates. Many users 

will have children and pets around the home, 

so employees should take care not to leave 

food or drink near equipment, to lock screens 

while away and to store equipment safely 

when not in use to help prevent avoidable 

accidents. 

 

 REMOTE WORKING 

Getting ready for remote working isn’t simply a 

case of buying a laptop and sending somebody 

home. Home workers need to understand the 

security implications of their new ‘office’ 

environment and act accordingly. 

Home and public networks are inherently less 

secure than controlled corporate networks, and 

can be vulnerable to DNS spoofing, in which an 

attacker redirects legitimate URLs to malicious 

sites. Where possible, employees should connect 

to corporate systems via a virtual private 

network (VPN). If your organisation is not set up 

for VPN use, employees should at least ensure 

that their home router uses a strong password 

and try to minimise the number of connected 

devices. Make sure any devices you issue are set 

up with firewalls, antivirus software and other 

security measures at least equal to those you 

would apply to office devices. 
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PROTECTING THE 

ORGANISATION 

  

 
 

 

 A sudden expansion in remote workers also 

introduces new operational challenges and 

information security vulnerabilities. If your 

organisation doesn’t have a remote working policy 

or remote working procedures, now is the time to 

develop and implement them to make sure all your 

employees understand what is expected. 

New remote workers means more demand for 

server infrastructure, network bandwidth, software 

licences and, of course, IT support. As your network 

perimeter expands, helpdesk and IT administrative 

teams may need to support new devices or 

configurations, and network defences may need to 

be modified or strengthened to cope with an 

increased number of users connecting from 

unfamiliar IP addresses. You should also consider 

whether it is necessary to update your data breach 

and cyber security incident reporting mechanisms to 

account for the new working conditions, especially if 

key personnel are absent. 

 

  

 

 

A rise in the number of personal devices used for 

business purposes brings exposure to unapproved 

software and potential malware and increases the 

risk of data breaches. While enforcing mandatory 

configurations on personal devices is probably not 

feasible, you should make sure that your ‘bring 

your own device’ (BYOD) policy is up to date, 

make using your approved antivirus and anti-

malware software mandatory, limit unnecessary 

access to sensitive data and ensure that users 

disable syncing to prevent corporate information 

being uploaded to personal Cloud storage. to 

date, make use of your approved antivirus and 

anti-malware software mandatory, limit 

unnecessary access to sensitive data and ensure 

that users disable syncing to prevent corporate 

information being uploaded to personal Cloud 

storage. 

If possible, implement two-factor authentication 

(2FA) as an additional layer of protection. Many 

platforms support this already – for example, 

SharePoint can link automatically to the Microsoft 

Authenticator app – so it might be easier than you 

think. 



 

 

  

TRAINING AT HOME  

Training during the pandemic isn’t just about improving future 

productivity and business viability – it’s also necessary to protect 

your organisation and its employees. If your IT team doesn’t 

usually support remote working – or not at this scale – it may 

need additional training to properly support the workforce and 

to mitigate the cyber security risks associated with it. Likewise, 

training can support business continuity arrangements now and 

for future crises, as noted below. 

Furthermore, self-isolation doesn’t mean the rest of your 

organisation has to stop learning. With so many employees 

temporarily furloughed at home, online training offers an 

excellent opportunity to close skills gaps and improve 

professional development. Many face-to-face training courses 

are transitioning to or are already available in online formats 

(including invigilated exams), and there is a wealth of content on 

e-learning platforms, complete with exercises based on real-life 

scenarios. 

BUSINESS CONTINUITY & THE DAYS TO 

COME 

In the face of such an unprecedented event, organisations are 

looking for ways to manage the disruption and recover to 

normal operating capacity as soon as possible. While business 

continuity is a formal discipline and as such is difficult to 

implement ‘on the fly’ in the middle of a crisis, there is still 

plenty that you can do in the short term to improve your 

approach to resilience and recovery. The best place to begin is to 

study the principles of business continuity management (BCM) – 

what it is, how it works, common pitfalls to avoid, etc. – via 

books or training.  

 

 

 

 

 

 

 
 

 

 

Once you understand the principles, you can develop a business continuity strategy. Determine which areas of the organisation 

need to be prioritised in the recovery effort and what an acceptable level of recovery might look like – what resources you need, 

what the risks are, how quickly you need to recover in order to remain viable, etc. You can then develop policies and procedures 

to ensure that you achieve the desired recovery outcome.  

Though it may feel like closing the barn door after the horse has bolted, nothing could be further from the truth – no one knows 

how long the pandemic crisis will last and so every organisation needs to prepare for the unexpected. Consider developing 

continuity plans for multiple scenarios – what recovery will look like after a few weeks of disruption, a few months, or longer – 

to best prepare for any eventuality. 
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BUSINESS CONTINUITY IN THE 

LONG TERM 

  

 
 

 

 At some point, the crisis will end. While it will be 

tempting to view the pandemic as a one-off or ‘black 

swan’ event, to do so would be short-sighted. 

Climate change, terrorism, cyber crime and myriad 

other threats make for an increasingly unstable 

world, and organisations should prepare for the 

worst in order to protect their future. 

Many organisations will have implemented business 

continuity measures in one form or another during 

the pandemic, and those that don’t may find that 

their customers demand them once the crisis is 

over. Customers that do are unlikely to be satisfied 

with an informal programme or ad hoc planning – 

coronavirus has made the case for formal continuity 

management eminently clear. 

ISO 22301 describes the specification for a business 

continuity management system (BCMS). A BCMS 

offers a systematic approach to managing business 

continuity risks and mitigating the effects of 

disruptive events, against which you can seek  

 

  

 

accredited certification. Certification is the best 

way to prove to customers and stakeholders that 

you have a tested and effective plan in place that 

will ensure you recover quickly after a disruptive 

event. 

You don’t need to be certified to use the Standard 

and gain the benefits of a BCMS, however. Every 

organisation can – and should – apply ISO 22301 

to develop a BCMS that protects the organisation, 

whether it opts for certification or not. Never has 

the need been so apparent. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NEW & CHANGING THREATS 

The events surrounding coronavirus have introduced new threats 

into the cyber security landscape. First and foremost are the large 

number of phishing scams that masquerade as legitimate 

government or NGO communications related to the virus, or that 

play on fears of the virus itself.2 There are also a huge number of 

carefully crafted phishing attacks using emails that purport to be 

from suppliers or other trusted senders (spear phishing), with 

researchers reporting an astonishing 667% rise in such attacks from 

February to March 2020.3 Similarly, with the shift to remote 

working, organisations can be subject to more frequent business 

email compromise (BEC) attacks, which rely on fooling people into 

believing that an email or request comes from someone with 

authority.  

The risk of falling victim to a coronavirus phishing attack is increased 

in organisations that have made a rapid shift towards remote 

working during the crisis, as emails and communications may be 

arriving through unfamiliar addresses and channels, and the 

proliferation of new (and in some cases, personal) devices accessing 

corporate networks and information makes malicious access much 

harder to identify. 

While you can’t prevent the scammers from trying, you can make 

sure your employees understand what phishing is and how to 

defend against it. Phishing is a major vector for malware, including 

ransomware, so phishing awareness training – especially if it 

emphasises current threats such as coronavirus-related scams – 

should be part of any remote-working transition package. A 

malware infection during such a critical time could spell disaster. 

Rapid changes to corporate networks to accommodate new ways of 

working can also pose a significant risk to information security. 

Hastily introduced infrastructure may include vulnerabilities that 

you are not aware of or that have yet to be patched, and malicious 

actors are likely to use the confusion surrounding coronavirus to 

find and exploit them. 

Many organisations deploy vulnerability scanning and penetration testing after any major IT infrastructure changes as a matter 

of best practice, but the pace and scale of change resulting from the pandemic make this an urgent need, especially for systems 

that enable remote working. For example, while VPNs with split-tunnel configurations can reduce the bandwidth load for the 

organisation, they can also be vulnerable to traffic leaks, which might not be detected without extensive monitoring. Likewise, 

many VPNs have Internet-accessible management interfaces that should be disabled to reduce the risk of attackers accessing 

your networks. Security should not be an afterthought in these troubled times. 
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INDUSTRY IMPACT 

While all sectors are more vulnerable to phishing and 

fraudulent email attacks due to the rise in use of 

personal devices and the shift towards remote working, 

the education sector is likely to be most at risk, as many 

of the technologies now in use have not seen wide 

adoption before COVID-19 and therefore present new 

challenges for users and IT support. 

However, many threats are likely to be universal, albeit 

more effective against some sectors than others. Email 

attacks are a common vector for malware or 

ransomware payloads, and criminals will gamble that 

organisations that cannot afford downtime are more 

likely to pay the ransom rather than risk further 

disruption to critical services. 

Organisations in all sectors are seeing a rise in e-

commerce sales, which may change their merchant level 

under the Payment Card Industry Data Security Standard 

(PCI DSS). A shift to remote working or a change in the 

way organisations take card payments (such as shifting 

from in-person payments to taking payments remotely) 

may also have implications for PCI DSS compliance. If you 

fall within the remit of the PCI DSS, you should carefully 

assess the changes in your operations to ensure you 

remain compliant. 

Organisations that operate Cloud services will likely 

find that demand for their services increases 

dramatically, which may result in capacity issues. 

Rapid scale-up may introduce new vulnerabilities, 

and the risk of distributed denial-of-service (DDoS) 

attacks on major Cloud providers is high. 

Whatever sector your organisation is in, the impact 

of COVID-19 should not be underestimated. Take 

action now to safeguard your future – one virus is 

enough. 



 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 

E:  billynaisbett@isosystems.org          
M: 07791 425 011 

 

E:  scott@isosystems.org 
M: 07813 858 310 

  

Get in Touch 
 

It is the policy of ISO Systems UK to provide our clients with the most competitive, flexible, responsive and 
qualified service possible. 

 
But we know that no person can be an expert in all elements of every available standard, tool, technique and 

methodology. 
 

If we don't specialise, we won't advertise, but if our client wants it, we will use a close team of  specialist 
professionals to assist where it is not our standard project type to fulfil the exact requirements and the needs of 

our clients. 
 

Please feel free to contact us with any questions that you may have, we will be pleased to assist - professional, 
friendly advice does not have to cost! 

 


